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ABSTRACT: Intrusion detection in Wireless Sensor Networks have become increasing in many application areas
such as military, medical, environment monitoring etc. Intrusion detection system provides a mechanism by which
we detect inappropriate and incorrect attackers in WSNs. In this paper we present mathematical relationship
between WSN parameters and probability of intrusion detection in WSNs. In this paper we derive detection
probability of intrusion for homogeneous and heterogeneous networks. And discuss network connectivity and
broadcast reachability which is necessary for communication between nodes. Our simulation results validate the

mathematical values.
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1. INTRODUCTION

A WSN is a network of devices, which consist
number of sensor nodes. Each sensor node sense
the environment (e.g. humidity, pressure,
temperature) and communicate the information
gathered from the monitored field (e.g. an area or
volume) through wireless link. The communication
range of sensor nodes is limited to tens of meters, so
data are sent hop-by-hop from one sensor node to
another until they reach the base station. WSNs are
used in many applications where the sensors have
physical interactions with the environment and are
accessible by anyone make them more vulnerable to
security threats. The limitation of WSNs is memory,
energy and other resources make the use of existing
security techniques infeasible. So we need another
defence mechanism "An Intrusion detection system"
that can protect the network from attackers. The
intrusion detection concerns how fast the intruder can
be detected when it enters the network. There are
some probabilities of intrusion detection such as; an
intruder can be detected as soon as it enters in the
network domain or when it covers some distance in
the network domain. One policy is, if all sensors
deployed with high density so that sensing range
covers the entire area and intruder can be detected
immediately when it enter the network or area. But

high density deployment policy increases the network
investment or may be difficult for large areas.
Instead, some applications required that intruder can
be detected within a specified intrusion distance after
entering the network. Detection probability is defined
as the probability that an object is detected in
certain observation duration. Probability of intrusion
detection heavily depends on the intrusion distance
(D) [5]. Intrusion distance can be defined as the
distance between the point where the intruder enters
the network and the point whereit gets detected by a
Sensor.

Some parameters that influence the probability of
intrusion detection are:-

Node density: - It is defined as the total number of
nodes present in the network [2].

Transmission range: - The maximum distance up
to which a node can transmit is called transmission
range [2].

Sensing range: - The distance up to which a sensor
can detect the presence of intruder is called its
sensing range [2].

1.1 TYPES OF WSNs
There are two types of Wireless Sensor Networks

1.1.1 Homogeneous WSNs:-
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In homogeneous WSNs (Fig.1) all the sensors have
same sensing range, transmission range, battery
energy [3].

1.1.2 Heterogeneous WSNs:-

A heterogeneous WSNs (Fig. 2) consists different
sensor nodes. In this network some sensors have
larger sensing range,
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Fig.1:- Homogeneous WSN

transmission range and have more battery energy.
Heterogeneous WSNs have comparatively difficult
network connectivity because of asymmetrical
wireless links. As packets from high capability nodes
may reach the low capability nodes but low
capability nodes may not be able to transmit
information to high capability nodes [3].
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Fig.2:- Heterogeneous WSN

1.2 Types of Sensing Models

We consider two types of sensing models.

1.2.1. Single sensing detection model:-

In single-sensing detection model an intruder is
detected by a single sensor. But in some cases the
information provided by singe sensor may not be
correct as it can sense only a portion of the network
domain. In that case we use multi-sensing detection
model.

1.2.2. Multiple sensing detection models:-

In multi-sensing detection model an intruder is
detected by multiple sensors. For example at least
three sensors are required to determine the location of
intruder.

2. RELATED WORKS

There exist several security techniques in WSNs.
Intrusion detection system is one of the most
important tool in WSNSs.

X. Wang et al., analyses the intrusion detection
problem in WSNs by characterizing the relationship
between the intrusion distance, the node density and
the sensing range. They also extend heterogeneous
sensor networks by introducing more powerful sensor
nodes that can decreases the possible intrusion
distance [2].

PiyaTechateerawat et al., provides a new dynamic
adaptive threshold scheme for intrusion detection.
They offer linear scalability with cluster size [1].

K Suresh et al., considered this issue according to
heterogeneous  WSNs models. Furthermore, they
considered two sensing detection models: single-
sensing detection and multiple-sensing detection.
Their simulation results shows the advantage of
multiple sensor heterogeneous WSNs [5].

K Shaila et al., have proposed an algorithm Secure
and Energy Efficient Approach for Detection of
Intruder (SEEDI) in homogeneous Wireless Sensor
Networks. Single sensing and Multi-sensing intruder
detection are considered in their algorithm.
Simulation results showed that the proposed
algorithm resulted in better performance [6].

Michael Riecker et al. introduced decentralized
algorithms for detecting abnormal data in wireless
sensor networks. They tested the algorithms on a real
dataset with four kinds of data attacks and compared
them to two centralized state-of-the-art classification
algorithms. They show that the decentralized

ISSN: 0975 - 67791 NOV 13 TO OCT 14 | VOLUME - 03, ISSUE - 01|

Page 1039



JOURNAL OF INFORMATION, KNOWLEDGE AND RESEARCH IN
ELECTRONICS AND COMMUNICATION

algorithms do not perform as well as the algorithms
employing supervised learning, but they are light
weight and can be run directly on the nodes [4].

Liu et al. have explored the effects of sensor mobility
on sensing coverage and detection capability in
mobile WSNE. It is demonstrated that sensor mobility
can improve the sensing coverage of the network, and
provide fast detection of targeted events [7].

Yun Wang et al analyses the intrusion detection
problem in both homogeneous and heterogeneous
WSNs by taking intrusion detection probability with
respect to the intrusion distance and the network
parameters [3].

3. Intrusion Detection Model

In our model we consider a square WSN in two
dimensional (2D) planes with area (Lx L) as shown
in Fig.3. All the sensors are uniformly distributed in
the area. The intrusion distance is denoted by D. We
find out the detection probability with respect to
network parameters: node density, sensing range, and
transmission range. We consider two types of WSNs.
In homogeneous WSNs, all sensors have same
sensing range denoted as r, and have same
transmission range denoted as r,. The node density is
denoted as A. In heterogeneous WSNss, there are two
types of sensors:
Type 1 sensor with larger sensing range r,; and
longer transmission range r,; .The node density is
denoted as A;.
e Type 2 sensors with smaller sensing
rangeryandshorter transmission range r,, .The
node density isA;,
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Fig. 3:- Intrusion detection Model

4. Probability of Intrusion Detection in
Homogeneous WSEs

In this section, we present the detection probability
for homogeneous WSNs. Detection probability is
derived for single sensing model and k-sensing
model.

4.1. Single Sensing Detection Model

In single sensing detection model, the intruder can be
detected once when it enters the sensing coverage of
a sensor. There are two cases:

1. When intruder enters the network from any
point of the network boundary: When intruder
enters the network from boundary and the intrusion
distance D > 0 as shown in Fig4. Then
corresponding intrusion detection area Sj includes a
rectangular area with length D and width 2r; and a
half disk with radius r,.

Sp=2%D* 4200 ()

y

Fig.4:- The intruder starts from the boundary of the
WSN

2. When intruder enters the network from a
random point: When intruder enters the network
from a random point as shown in Fig.5. Then

corresponding intrusion dgtection area is
Sp=2%D*rs+7m*r, 2)

Fig.5:- Y e o f the
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We first consider the detection probability that the
intruder can be immediately detected once it enters
the network domain from a random point. In other
words, it has an intrusion Distance D = 0. The
corresponding intrusion detection area Sp, = nr,”. We
then have Theorem 1 as follows:

Theoreml. The probability pl [D = 0] that an
intruder can be immediately detected once it enters a
homogeneous WSN with node density A and identical
sensing range rscan be given by

p1[D = 0] = 1 — e~477%(3)

Proof.In  uniformly distributed WSNs with
nodedensity A, the probability of m sensors located
within the area S follows the Poisson distribution:

p(m, ) = e s @)
Therefore, the probability of no sensor in the
immediate intrusion detection area S, =
nrlisp(0, ) = e~*7$  Then, the complement of
p(0,7r?)is the probability that there is at least one
sensor located inSO=Trr52. In this case, the intruder can
be detected once it approaches then et work with
intrusion distance D = 0. Thus, the probability that
the intruder can be detected immediately by the WSN
once it enters the WSN is p;[D = 0] =1- p(0,tr2) =

2
1— e *"" This result shows that the immediate

detection probability p;[D = 0] is determined by the
node density and the sensing range. By increasing the
node density or enlarging the sensing range, p;[D=0]
can be improved. Immediate detection may need a
large sensing range or a high node density, thus
increasing the WSN deployment cost. We then
consider the detection probability in a relaxed
condition when the intruder is allowed to travel some
distance in the WSN.

Theorem2. Suppose & is the maximal intrusion

distance allowable for a given application. The
probability p;[D < &]that the intruder can be detected
within & in the given homogeneous WSN can be
derived as

pl[D < €] = 1 — e~ A@Hrstnrd) (5)

Proof. According to the definition of single-sensing
detection model, the probability that the intruder can
be detected within an intrusion distance of & is
equivalent to the probability that there is at least one
sensor located in the corresponding intrusion
detection areaSg=2¢r; + mrd That is, p1[D < ¢] =
1 —p(0,S¢) while p(0,S¢)is obtained from (4). The
probability pI[D < &] can further be represented
aspl[D <&]=1-p(0,5;) =1—
e~ M28rs+ms) Then, yields

e~ A(28rstmrd)

pl[D <¢]=1 -

4.2 Multiple Sensing Detection Model

In the multiple sensing detection models, an intruder
has to be sensed by at least k sensors for intrusion
detection in a WSN. The number of required sensors
depends on specific applications.

Theorem3.Let p, [D = O]be the probability that an
intruder is detected immediately once it enters a
WSN with node density A and sensing ranger (in k-
sensing detection model. It has

pulD = 0] =1 - Bid T ot ()
Proof. According to (4), p(i,r?) is the probability
thatthere are i sensors located in the immediate
detection areaS, = r2. Y- p(i, mr?)is therefore the
probability that there are less than k sensors in the
area SO. Further, 1 - Y¥° ' p(i,nmr?) represents the
probability that there are at least k sensors located in
the area SO. In this case, the intruder can be sensed by
at least k sensors when it accesses the network
boundary. Consequently, it can be said thatp,[D =
0] = 1 - Thod pli, ) = 1 - Bhod CE M o-mrdi
the probability of the intruder tobe detected
immediately when it enters the WSN domain under
k-sensing detection scenarios.

Theoremd. Letp,[D < &] be the probability that the
intruder is detected within the maximal intrusion
distance & in a k-sensing detection model for the
given homogeneous WSNs. Then, pi[D < &] can be
calculated as

ISSN: 0975 - 67791 NOV 13 TO OCT 14 | VOLUME - 03, ISSUE - 01|

Page 1041



JOURNAL OF INFORMATION, KNOWLEDGE AND RESEARCH IN
ELECTRONICS AND COMMUNICATION

pelD <él=1- Zi-‘;ol(sf—”le‘“fm

i!
Where Sg = 27, + mr.

Proof.S; = 2¢7; + mris the intrusion detection area

with respect to the maximal intrusion distance &. If

there are at least k sensors in the area S;, the intruder

can be sensed by the k sensors, and the k sensors

could collaborate with each other to recognize the
i

intruder. From (4), p(i,Sf) = ~A5¢ denotes the

probability that i sensors are located in the area of S

Then, Y53 p(i,Se) =z{.‘;01@e-“s is the
probability that less than k sensors are located in the
area S;. Thus, the complement of i-‘;olp(i,Sf),l —
Z{L‘ol(si—?)le_’lsf is the probability that there are at
least k sensors located in the areaSg. If this is the
case, the intruder can be sensed by at least k sensors
from the WSN  with  probability 1-

se) . :
i-‘;ol%e AS¢ before it travels a distance of

& Finally, the probability p,[D < &] that the intruder
is detected within the maximal intrusion distance & in
k sensing detection model can be derived aspy[D <

L (sen)
f]=1—2i-(=01%€ ASg

5. Probability of Intrusion Detection in
Heterogeneous WSNs

In this section, we present the detection probability
for heterogeneous WSNs. Detection probability is
derived for single sensing model and k-sensing
model. We consider two types of sensors: Type 1 and
Type 2 with the node density of A; and A,
respectively. Type 1 sensor has the sensing range ry,
and the sensing range is a disk of areaS;=nrZ as
shown in Fig. 6. Type 2 sensor has the sensing
coverage of S, = mrSwith thesensing range ry,.

5.1 Single Sensing Detection Model
We denote the intrusion distance by Dy, in the given

heterogeneous WSN. Again, an intruder may be
detected by the WSN once it approaches the network

and the corresponding intrusion distance is Dy, = 0.
This leads to the following theorem.

D=0

Intruder O

Fig.6:- Sensing range in heterogeneous WSN

TheoremS5. The probability p; [Dy= O]that an intruder
can be immediately detected once it enters the given
heterogeneous WSN in a single-sensing detection
model can be represented by

pi[Dp =0]=1—-eMnurie2nrk . ®)

Proof. According to the single-sensing detection
model, the intruder is detected if and only if one of
the following conditions is satisfied:

e The intruder enters into the sensing coverage

area of any Type 1 sensor(s).
e The intruder enters into the sensing coverage
area of any Type 2 sensor(s).

If a Type 1 sensor is located inside the disk S;=nr3
which is cantered at the point (0, 0) with radius r,
the first condition holds. Similarly, the second
condition holds if there is a Type 2 sensor inside the
diskS, = mr4which is cantered at the point (0, 0)
with radius ry,. Then from (4), the probability that no
Type 1 sensor lies inside S;isp;(0,S;) = e 4151 =
e™M™1 | and the probability of no Type 2 sensor
inside S, isp,(0,5,) = e 252 = =722z,
Considering Type 1 and Type 2, sensors are
independently  deployed according to  our
heterogeneous WSNs model, the probability of
neither Type 1 sensor nor Type 2 sensor that senses
the intruder is p; (0, 5,)p5(0,S,) = e Ts1tg TRz
Thus, the probability of at least one sensor (either
Typel or Type 2) around the boundary that can sense
is1 —p1(0,5)p,(0,5;) =1 -
e " e=mrHA2  Therefore, the probability that the
intruder is detected immediately once it enters the

the intruder
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network domain can be represented as p; [Dy= 0]

=1 — e—nrszllle—nrszzlz

Theorem6. Suppose & is the maximal intrusion
distance allowable for the intruder to travel within the
given heterogenecous WSNs in single-sensing
detection. The probability p;[Dy < &]Jthat the
intrusion distance Dyisless than & can be calculated as

pi[Dy < §]=1- e MiSie~225(9)
Where S; = 2&rg; + nr2, (i =1, 2).

Proof. The probability of an intruder to be detected
within the maximal intrusion distance § is equivalent
to the probability of at least one sensor (either Type 1
or Type 2) inside the corresponding intrusion
detection areaSé . For Type 1 sensors, the intrusion
detection areaS; is the region that includes a
rectangular area with length & and width 2rg. It
givesS] = 2&ry; + mrk. Similarly, the intrusion
detection area for Type 2 sensors is S; = 2&r,, +
nr%. Then, we obtain the maximal intrusion
detection area with respect to § asS; = S; U S;.The
intruder can be detected within the intrusion distance
& if one of the following conditions is satisfied:

e At least one Type 1 sensor is located in the

area ofS;.
e If condition 1 does not hold, at least one
Type 2 sensors located in the area of S;.

Note that p,(0,S;) = e M151is the probability of no
Type 1 sensor in the area ofS;, andp,(0,S3) = e~125
is the probability of no Type 2 sensor in the area
ofS;. The first condition can be satisfied with the
probability of1 — p, (0,S7), and the second condition
holds with the probability ofp; (0, 51)(1 — p,(0,53)).

Thus, 1 = p;(0,57) + p.(0,5)(1 = p2(0,5,)) =
1 —p;1(0,5])p,(0,S;)represents the probability of at
least one sensor (either Type 1 or Type 2) that can
detect the intruder within the maximal intrusion
detection areaSé. Finally, the probability that the

intrusion distanceDyis less than & can be derived

asp1[Dp < &1 =1-p,(0,5))p2(0,5;) =1 —
e~MS1g=2257

5.2 Multiple Sensing Detection Model

In the multi-sensing detection model of
heterogeneous WSNs with two types of sensors, at
least k sensors are required to detect an intruder.
These k sensors can be any combination of Type 1
and Type 2 sensors. For instance, if three sensors are
required to detect an intruder for a specific
application, the intruder can be detected by any of the
following sensor combinations:

1. Three Type 1 sensor,

2. Three Type 2 sensors,

3. One Type 1 sensor and two Type 2 sensors, and
4. Two Type 1 sensors and one Type 2 sensor.

Theorem?7. Let p, [Dy= 0] be the probability that an
intruder can be immediately detected once it enters
the given heterogeneous WSNs in the k-sensing
detection model. It has

p[Dy = 0] = 1 = XX, p1 (o wrd)pa(m —
J,m) (10)

Proof. According to k-sensing detection model, an
intruder is detected immediately once it enters the
network if and only if at least k sensors are located
within their sensing disk centred at the intrusion

J
stating point. Based on (4), p;(j,S;) = (Sl%g—/lslis

the probability ofj Typel sensors that can sense the
intruder within the corresponding intrusion detection
(s )™ 7

area  S;=mri.andp,(m —j,S;) = oy e *Sz2is
probability of (m-j)Type 2 sensors that can sense the
intruder ~ within  the  area  ofS,= 13

.Consequently,p; (j, S;)p,(m — j, S, )represents  the
probability of m sensors (j Type 1 sensors plus m-j
Type 2 sensors) that can sense the intruder at the start
point. Since these m sensors can be any combination
of sensor types,YiLop1 (,S1)p2(m—j,S;) is the
probability that there are totally m sensors that can
sense the intruder in the intrusion detection area of
SiU Sz-TherefOTe,qullo[ZT:o P10, S1)p2(m —j, S2)]

is the probability of at most k-7 (less than k) sensors
that can sense the intruder when it approaches the
WSNs. Finally, the probability that the intruder can
be immediately detected once it enters the
heterogeneous WSN in the k sensing detection model
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is equivalent to the complement of
TrolX o p1 U, SP2 (M = j, S5)], yielding

k-1 m
pelDy = 0= 1= > 1> p,(.Spa(m = /,5,)]
m=0 j=0

2 2
1- fn_=10[ 71:0 p10'%)pz(m _J"%)]-

Theorem8. Let py[D; < &]be the probability that
the intrusion distance is less than§ (§> 0)in the k-
sensing detection model, § is the maximal intrusion
distanceallowable for an intruder to move in the
given heterogeneous WSN. It has

pelDp <§l=1- an;lo[Z}n:o p1U, SDp2(m —
J,S2)]-

Where S = 2&ry; + 12, (i =1, 2). (11)

Proof. From (4), p;(j,Si)is the probability that j
Type 1 sensors are located in the intrusion detection
areaS; = 2&ry; + mrZ.p,(m — j,S3)is the probability
of that (m-j)Type 2 sensors located in the
corresponding intrusion detection area S;and S; =
281, + rd.  Then,p,(j,S1)p,(m — j,S))represents
the probability of m sensors, consisting of j Type 1
sensors and (m-j)Type 2sensors can sense the intruder
within the intrusion detection areaS; US;  with
respect to &. If m=k,p;(j,S1)p,(m —j,S;)stands for
the probability that the intruder can be detected by
the WSN within intrusion distance &. Since these m
sensors can be any combination of sensor
types,[p1(, S1)p,(m —j,S;)] is the probability that
there are totally m sensors can sense the intruder.
The [p,(,S{)p,(m —j,S;)]is the probability that
there are at most k-7 (i.e., less than k) sensors that can
sense the intrusion detection area S U S.

6. Network Connectivity and Broadcast
Reachability

After sensing or detecting the intrusion, it is
necessary to provide communication between nodes
and reporting to the base station. If there is no
connectivity between nodes, it is meaningless either
the sensor detect the intruder or not. There are two
types of communication possible.

6.1. Network Connectivity

In network connectivity a packet transmitted from
any sensor can reach all the other sensors in the
network.

. SO
/ B
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P ry,o0
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\ AN e /o,
N ~-X TS et

Fig.7:- Transmission range in heterogeneous WSN

Theorem9. Consider a heterogeneous WSN
consisting of independently deployed Type I and
Type II sensors with node densities A; and A, and
transmission range ry; and ry, (> Iy,), respectively.
The upper bound of the network connectivity is

PN, = [1— e~ MitAmré|N(12)

Proof. As illustrated in Fig. 9. If there is one Type 1
sensor (e.g., B) located in the area of S,; =
mr2 while outside of the areaS,, = mr2, a packet
generated from sensor A may not be able to reach
sensor B. This is because sensor B may be out of
sensor A’s transmission range if sensor A is a Type2
sensor with transmission range ry,, and r,< 1. In
view of this, for a packet generated from sensor A to
be received by all the other sensors in WSN, at least
one sensorshould lie in the area of the smaller
transmission range S,,. Further, if all thesensors have
at least one neighbour in the relatively smaller
transmission rangeS,,, the network is connected.

Assuming all the other N-1 sensors except A are
connected, with probability 1 —p(0,S,,) =1—
e~ (a+dpmry ] , there is at least one sensor located in
thesmaller transmission range S,,. Then, sensor A
can broadcast itspacket to at least one of the other N-
1 sensors, and the packet can further be broadcasted
to all the sensors in the network. Thus, we obtain the

conditional —(A1+A)mrE

probabilityP4, =1—e
Due to the fact that sensor A is chosen arbitrarily and
the statistical independence for all the sensors, the
probability that the other N-1 sensors are connected
can be calculated asPV;l = [1 — e~(itA2)mrd|N-1,

Finally, the upper bound of the network connectivity
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can be derived asPN =PA xPN-1=[1-
e—(11+22)7tr§]N

6.2 Broadcast Reachability

In broadcast reach ability a packet transmitted from
any Typel sensor can reach all the other sensors.

Theorem10. Consider a heterogeneous WSN
consisting of independently deployed Typel and
Type2 sensors, with node densities 4; and A, and
transmission range ryjand ro(re>Tryxo), respectively.
The wupper bound of the network broadcast
reachability is

PzI;\;« =[1- 6—117";?19-/127";?2]1\/(13)

Proof. As illustrated in Fig. 9, A € N is anarbitrary
sensor in the WSN. It has the responsibility to receive
the packet broadcasting from any Type 1sensor(s). In
order for A to receive the packet, it has to be in the
transmission range of at least one of the other N-1
sensors. In other words, sensor A should not be
isolated from the rest of the network, and at least one
sensor can reach A in its transmission range. The
probability of no Typel sensor in its transmission
range from A is P (0,mr}) = e M1 The
probability that notype 2 sensor lies in its
transmission range from A is P,(0,mr3) =
e~Mm7%2 Then,P, (0, wr2)P,(0,772,) =

e~ M1 =M% g the probability that neither Type
Isensors nor Type 2 sensors can reach sensor A.
Therefore, the probability that at least one sensor can
reach A is1—e ™7 M1™%2 Dye to statistical
independence among all sensors, the probability that
the other N-1sensors are reachable from the broadcast

can be calculated as

2 2
PN~ = [1 — e M Tx1e =422 [N =1 consequently, we
obtain the upper bound of broadcast reachability
as P = [1 — e Mg A2mmiz N

6. Simulation and Results

In this section, analytical results are verified by the
network simulation tool.

Figure.8§ shows the graph between detection
probability and number of nodes for both homo and
hetero network. In this graph the red line shows the
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Fig.8 Graph between detection probability and
number of nodes with varying sensing range.

detection probability for homogeneous WSN and
green line is for type2 heterogeneous nodes with
sensing range 10 m and blue line is for typel
heterogeneous nodes with sensing range 15 m. As
shown in figure as the no. of nodes is increasing from
5 to 20 detection probability is also increasing.
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Fig.9 Graph of Network connectivity with varying
transmission range.

Figure.9 shows the graph of network connectivity
between no. of nodes and probability of connection
with varying transmission range. Red line shows the
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probability of connection with transmission range
10m. And Green line shows the probability of
connection with transmission range 15m. Figure.10
shows the graph of broadcast reachability
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Fig.10 Graph of Broadcast Reachability with varying
transmission range.

between no. of nodes and probability of broadcast
with varying transmission range. Red line shows the
probability of broadcast with transmission range
10m. Green line shows the probability of broadcast
with transmission range 15m.
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Fig.11 Comparison between Network Connectivity
and Broadcast Reachability.

7. Conclusion

The result shows that detection probability increases
with increasing networks parameters such as node
density, sensing range. And heterogeneous network
gives better detection probability as compare to
homogeneous network. Network connectivity and
Broadcast reachability increases with increasing
transmission range and with node density. Broadcast
reachability gives better probability than network
connectivity. This result helps in selecting networks
parameters to meet desired application requirement.
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