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ABSTRACT: Despite of development of new technologies of information and communication following the 

advancement in internet and network, computer security has become a major challenge, and works in this area 

are becoming more numerous. Various tools and mechanism are developed to ensure a level of security in com-

puter network, among the system intrusion detection for identifying abnormal behavior or suspicious activities 

to undermine the legitimate operation of the system. The objective of this paper is to study different model of 

Intrusion detection system. 
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1. INTRODUCTION 

Since their introduction, Cyber attacks have been a 

real threat. With their wide variety and specialty, they 

can have catastrophic consequences.  To prevent at-

tacks or reduce their severity, many solutions exist, 

but no one can be considered satisfactory and com-

plete.  The intrusion detection systems are one of the 

most effective solutions. Their role is to recognize 

intrusions or intrusion attempts by users or abnormal 

behaviour by the recognition of an attack from the 

stream network data. Different methods and ap-

proaches have been adopted for the design of intru-

sion detection systems. An IDS is a tool that comple-

ments a wide range of users used to have some level 

Of security we present here the different architectures 

of IDS. 

 

2. ARCHITECTURE OF IDS 

 

2.1 Basic model of IDS [1, 10] 

The Intrusion detection system has three modules 

(figure 1): 

2.2.1 The sensor 

The sensor observes the system activity through data 

source and provides the analyzer a sequence of events 

that inform the evaluation of the system state. 

2.1.2 The analyzer  

The purpose of the analyzer is to determine if the 

flow of events provided by the sensor contains fea-

tures of malicious activity. Two main approaches 

have been proposed: the behavioral approach (ano-

maly detection) and the scenario approach (misuse 

detection).  

2.1.3 The manager 

 The manager is responsible for presenting alerts to 

the operator 
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Fig1. Architecture of IDS 

3. DETECTION TECHNIQUE OF IDS [2] 

Basically there are mainly two detection 

techniques of IDS. 

3.1 Misuse detection 

Misuse detection, also called knowledge-based 

detection, is the most popular commercial type of 

IDS. Misuse detection systems use knowledge of 

known attacks, exploits and vulnerabilities and look 

for matching attacks patterns in network traffic or 

system events. Such knowledge is also referred as 

signatures. The accuracy of such systems is 

considered to be very good because they tend to have 

a low rate of false-positive alarms. This type of 

Systems can detect known attacks reliably. As well as 

having a low false-positive rate, these systems pro-

duce detailed data about the attacks. Since the 

signature is known and detected, the attack is clearly 

recognizable, making the network administrator’s 

work easier.  
In order to keep a good completeness standard, the 

signatures database has to be maintained up to date 

very frequently. The main drawbacks of misuse 

detection are that signatures can be easily escaped 

with morphs of known attacks   and that these sys-

tems can only detect attacks related to their know-

ledge database. In their taxonomy, Debar etc. show 

that different methodologies can be used to achieve 

the same misuse detection goal. Among these me-

thods are expert systems, signature analysis, Petri 

nets or state-transition analysis. The most commonly 

applied to commercial IDSs is the signature analysis 

Method, which reduces patterns of attacks to the low-

est level of semantics. Misuse   

 

 

 
 

 

Fig2. Misuse detection system 

 

 

 

3.2 Anomaly Detection 

Anomaly detection methodology applied to computer 

systems was born in 1986 when Denning proposed 

the idea that it could be possible to identify abnormal 

unusual behavior (anomalies) by comparing current 

behavior to a known normal state. This statement was 

based on the assumption that attacks are clearly 

different from normal traffic. This “normal traffic” 

states are recorded in profiles. These profiles can ei-

ther be generated via offline learning or the system 

can learn by analysis traffic in an online way  Ano-

maly detection systems prove useful at detecting 

insiders attacks, as well as previously unknown at-

tacks, known as “zero day”. Such include intrusions 

between the time vulnerability is made public and a 

patch is being released to fix it. This method finds 

ǁnormal activity profileǁ for the system. Using it as a 

measure, all activities carried out in system are cross 

checked with this profile to find anomalous behavior 

of the activity. If found alarm is raised against the 

event, which indicates it is an intruding event. 

 

Fig3. Anomaly detection system 

Anomaly-based IDSs are useful when it comes to 

detecting new threats, or different versions of known 

execution. A sporadic task system is said to be 

feasible if and only if it is possible to always schedule 

all jobs that may be generated by this task system in 

such a manner that all deadlines are met [4].  

Threats, where signature-based IDSs prove very use-

ful for detecting known attacks, it has been proved 

that evading such security systems can be accom-

plished relatively easily. Unfortunately, these advan-
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tages do not come without intrinsic drawbacks: the 

system must go through a training phase before any 

intrusion detection in order to build profiles for nor-

mal traffic. 

4. TYPES OF IDS [5] 

4.1 Host based IDS 

An IDS observes the network assets with the goal to 

detect misuse and anomalous behavior. 

This concept has been known for almost 30 years. 

Beginning in 1980, with the first concept of intrusion 

detection was born. In the last 30 years the develop-

ment of IDS’s has followed Different tracks. The 

different advantages and disadvantages of the various 

types resulted in the large choice amongst IDS’s.  

 

4.1.1 Advantage of Host based IDS 

 

• Monitor the actual reaction of the host sys-

tem 

• Encryption is no hindrance. 

• Monitor on all protocol layer. 

 

4.1.2 Disadvantage of Host based IDS 

• Installation on every host 

• Adaptation to the different platform and 

operating system 

• performance requirements on every super-

vised host 

•  No detection of distributed attacks on mul-

tiple targets. 

HIDSs prove useful because they can detect 

encrypted attacks, by checking traffic before being 

sent or just received, and also because they can detect 

Attacks targeted to the specific system and 

undetectable in network traffic, such as Trojans. 

Another advantage of HIDSs is that they can access 

system information, generating more accurate alerts 

and more detailed log files. Disadvantages include 

that they can monitor the single host they are running 

on, and have to be specifically set up for each host. 

Scalability is the main issue for HIDSs They also use 

resources on the target host. 

 
Fig4. Network based versus Host based IDS 

 

 

4.2 Network based IDS 

A network-based IDS (NIDS) monitors the network 

traffic of a particular network. A host based IDS 

(HIDS) monitors the operating system, applications, 

and the host specific network traffic they reside, at 

least partially, on a host. But some IDS’s are of a 

hybrid type and implement parts of both approaches. 
 

4.2.1 Advantage of Network based IDS 

• No impact on end system 

• Detection of distributed attacks 

• Low cost to implement 

4.2.2 Disadvantage of Network based 

IDS 

• high requirements on computing perfor-

mance to scan every packets 

• Cannot used when encrypted 

communication is used. 

 

5. EVALUATION OF IDS  

 Measures used to compare and measure the 

effectiveness of IDS. IDSs are very important ele-

ments in a security strategy; why the choice of the 

IDS is very critical and must be based on its 

characteristics. Measures to better choose their IDS. 

We can evaluate IDS based on several criteria such 

as: [3, 4] 

• The rate of false positive and false negative 

• The ability to update the signature database 

or modify certain signature. 

• Response by the IDS in an environment. 

  

� Detection rate = No. of intrusion de-

tected/total intrusion injected 

� Efficiency =  true positive/ all alarms 
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6. OUR PROPOSED ARCHITECTURE 

The study of intrusion detection systems has allowed 

us to realize the importance of the role, of these to its 

own security policy. Different types of IDS (HIDS, 

NIDS), each characterized by a certain architecture 

and method of analysis. The characteristics of the 

IDS must meet certain requirements; the choice of 

adopting a certain type relative to another should be 

based primarily on the needs and constraints of secu-

rity software and hardware.  

 

 
 

Fig5. Overall scheme of the solution 

 

We can determine the type of IDS according to 

 

� The location of IDS(NIDS,HIDS) 

� Frequency of use(continues or periodic) 

� The detection method(anomaly or misuse) 

� The response of IDS(Active or Passive) 

In this paper we propose a new architecture for intru-

sion detection, to mix the two approaches: anomaly 

approach and misuse detection. 

 

7. CONCLUSION 

The choice of the IDS implementation is very impor-

tant, especially if we consider that the IDS will be 

deployed on a network with multiple machines using 

different hardware and software. The fact that the 

IDS is designed to be hierarchical and distributed 

across multiple machines and requiring analysis of 

data from different sources. So, we propose to give 

some perspective: the maintenance of profiles, auto-

matic update of profiles; Generation of profiles. 
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